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CERTIFICATE IN ISO/IEC 27001 (ISMS)
AWARENESS TRAINING

// TPGateway Course Code
TGS-2024042108

SFC »
// Funding
SFC : Available for all Singaporeans above 25
years.

UTAP : Available for all NTUC Members

// Format
Virtual Instructor Led Training (VILT)

VILT takes the fundamentals of face-to-face
(F2F) training and replicates the
experience online and live.

// Duration
2 day or 16 hours

// Prerequisites
No prerequisites are required for anyone
interested in enrolling in this course.

// Certification

On successful completion of the course, you will
receive a Certificate of Course Competition
Certificate from TUV NORD.

// Who should attend this course?

e [T and cybersecurity professionals

e Managers and executives overseeing
information security

e Compliance and risk management
professionals

e ISMS implementation, maintenance, and
audit staff

e Individuals aiming to start or advance in an
information security career

Why Choose Avanta Academy?

Descripton

In the digital era we live in, safeguarding information is more crucial than ever.
Consider TUV NORD’s ISO/IEC 27001 (ISMS) Awareness Training as a proactive
step towards enhancing your information security. This training offers a
comprehensive insight into ISMS, emphasizing the essential elements and
advantages of the ISO 27001 standard. By understanding and applying these

principles, you can significantly strengthen your organization's security posture.

Learners will be able to:

e SO 27001 Requirements: Key requirements of the standard.

e Purpose of ISO 27001: Why the standard is important.

e  Structure and PDCA Cycle: Understanding the framework and continuous
improvement cycle.

e Implementing and Managing ISMS: Practical steps for effective
management.

e Advantages of ISMS: Benefits of implementing the system.

e Key Processes and Controls: Essential elements for a secure ISMS.

e Risk Management: Importance and methods of risk assessment.

e Leadership Commitment: Role of leadership in ISMS success.

e Certification Process: Steps towards ISO 27001 certification.

e Organizational Resilience: Enhancing security and resilience.

e Continuous Improvement: Maintaining and improving ISMS effectiveness.

e Stakeholder Communication: Importance of communicating benefits and
objectives.

Course Content

e Understand the requirements of ISO 27001(ISMS)

e Understand the purpose of ISO 27001

e  Explain the structure of ISO 27001 with the reference to PDCA
(Plan-Do-Check-Act) cycle

e Helps the learner to implement and manage ISMS effectively

e Understand the advantages of ISMS

Avanta Academy, a member of the TUV Nord Group in Germany, use engaging, real-world examples to ensure learners not only understand
but can apply their knowledge. This, combined with the opportunity to connect with industry peers, makes Avanta Academy an excellent
choice for enhancing your information security expertise in a supportive and dynamic learning environment.
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