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Confidentiality and Security Policy

1 Introduction

The confidentiality and security policy outlines the guidelines and procedures to ensure the confidentiality and
security of information entrusted to us by our students, staff, and stakeholders within Avanta Academy. It outlines
measures to protect information from unauthorized access, maintain data security, prevent exposure to
unauthorized individuals, preserve information integrity, ensure availability to authorized users, comply with
regulatory standards, and address information security violations.

2 Policy Statement

Avanta Academy is committed to safeguarding the confidentiality, integrity, and availability of information assets.
We strive to implement effective measures to safeguard information against unauthorized access, modification,
and disclosure. To achieve this, the following principles shall be adhered to:

2.1 Information Security Controls

Avanta Academy maintain physical controls and password checks to prevent unauthorized access to our
information system. These controls are designed to protect sensitive data from unauthorized disclosure, theft, or
damage.

2.2 Data Security

Avanta Academy prioritize the maintenance of data security through the implementation of appropriate technical
and organizational measures. This includes encryption, access controls, and regular data backups to prevent
unauthorized disclosure, alteration, or destruction of information.

2.3 Protection against Unauthorized Disclosure

Avanta Academy ensure that information is not exposed to unauthorized individuals through intentional or
careless actions. Avanta Academy promote a culture of responsible information handling among our employees,
emphasizing the importance of maintaining confidentiality at all times. Employees are required to exercise caution
and adhere to established security protocols to minimize the risk of inadvertent information disclosure.

2.4 Information Integrity

Avanta Academy safeguard the integrity of information by protecting it from unauthorized modification.
Measures are in place to prevent unauthorized alteration, deletion, or tampering of data, ensuring its accuracy,
consistency and reliability. Data validation, access controls, and monitoring mechanisms shall be utilized to
maintain the integrity of information.
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2.5 Information Availability

Avanta Academy ensure that authorized users have access to the information they need, when they need it, to
carry out their responsibilities effectively. Adequate backup and recovery mechanisms shall be implemented to
ensure timely availability and secure access to authorized personnel.

2.6 Compliance with Regulatory and Statutory Standards

Avanta Academy commit to meeting all relevant regulatory and statutory standards pertaining to information
confidentiality and security. Avanta Academy continuously monitor and review our practices to ensure
compliance with applicable laws and regulations. Avanta Academy policies and procedures align with these
standards to ensure legal and ethical use of information

2.7 Information Protection Briefing

All employees will receive comprehensive information protection briefings that highlight their responsibilities and
obligations regarding the confidentiality and security of information. These briefings will enhance awareness of
security policies, procedures, and understanding of information security practices.

2.8 Recording and Investigation of Violations

Any violations of information security policies or alleged vulnerabilities will be recorded and thoroughly
investigated. Prompt actions will be taken to mitigate risks and prevent similar incidents from occurring in the
future.

3 Review and Revision

This confidentiality and security will be reviewed and updated periodically to reflect changes in technology, legal
requirements, and industry best practices. Any revisions or amendments to this policy shall be communicated to
all relevant personnel.

Avanta Academy believe that safeguarding information confidentiality and security is crucial in maintaining trust
and fulfilling our commitment to all stakeholders. This policy serves as a foundation for implementing effective
measures and promoting a culture of information security within Avanta Academy.
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